Subject: The Crypto Anarchist Manifesto
Date: Sun, 22 Nov 92 12:11:24 PST

Cypherpunks of the World,

Several of you at the "physical Cypherpunks" gathering yesterday in Silicon Valley
requested that more of the material passed out in meetings be available electronically
to the entire readership of the Cypherpunks list, spooks, eavesdroppers, and all.
<Gulp>

Here's the "Crypto Anarchist Manifesto" I read at the September 1992 founding
meeting. It dates back to mid-1988 and was distributed to some like-minded techno-
anarchists at the "Crypto '88" conference and then again at the "Hackers Conference"
that year. I later gave talks at Hackers on this in 1989 and 1990.

There are a few things I'd change, but for historical reasons I'll just leave it as is.
Some of the terms may be unfamiliar to you...I hope the Crypto Glossary I just
distributed will help.

(This should explain all those cryptic terms in my .signature!)

--Tim May

The Crypto Anarchist Manifesto

Timothy C. May <tcmay@netcom.com>

A specter is haunting the modern world, the specter of crypto
anarchy.

Computer technology is on the verge of providing the ability for
individuals and groups to communicate and interact with each other
in a totally anonymous manner. Two persons may exchange messages,
conduct business, and negotiate electronic contracts without ever
knowing the True Name, or legal identity, of the other.
Interactions over networks will be untraceable, via extensive re-
routing of encrypted packets and tamper-proof boxes which
implement cryptographic protocols with nearly perfect assurance
against any tampering. Reputations will be of central importance,
far more important in dealings than even the credit ratings of
today. These developments will alter completely the nature of
government regulation, the ability to tax and control economic
interactions, the ability to keep information secret, and will
even alter the nature of trust and reputation.

The technology for this revolution--and it surely will be both a
social and economic revolution--has existed in theory for the past
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decade. The methods are based upon public-key encryption, zero-
knowledge interactive proof systems, and various software
protocols for interaction, authentication, and verification. The
focus has until now been on academic conferences in Europe and the
U.S., conferences monitored closely by the National Security
Agency. But only recently have computer networks and personal
computers attained sufficient speed to make the ideas practically
realizable. And the next ten years will bring enough additional
speed to make the ideas economically feasible and essentially
unstoppable. High-speed networks, ISDN, tamper-proof boxes, smart
cards, satellites, Ku-band transmitters, multi-MIPS personal
computers, and encryption chips now under development will be some
of the enabling technologies.

The State will of course try to slow or halt the spread of this
technology, citing national security concerns, use of the
technology by drug dealers and tax evaders, and fears of societal
disintegration. Many of these concerns will be valid; crypto
anarchy will allow national secrets to be trade freely and will
allow illicit and stolen materials to be traded. An anonymous
computerized market will even make possible abhorrent markets for
assassinations and extortion. Various criminal and foreign
elements will be active users of CryptoNet. But this will not halt
the spread of crypto anarchy.

Just as the technology of printing altered and reduced the power
of medieval guilds and the social power structure, so too will
cryptologic methods fundamentally alter the nature of corporations
and of government interference in economic transactions. Combined
with emerging information markets, crypto anarchy will create a
liquid market for any and all material which can be put into words
and pictures. And just as a seemingly minor invention like barbed
wire made possible the fencing-off of vast ranches and farms, thus
altering forever the concepts of land and property rights in the
frontier West, so too will the seemingly minor discovery out of an
arcane branch of mathematics come to be the wire clippers which
dismantle the barbed wire around intellectual property.

Arise, you have nothing to lose but your barbed wire fences!

Timothy C. May | Crypto Anarchy: encryption, digital money,
tcmay@netcom.com | anonymous networks, digital pseudonyms, zero
408-688-5409 | knowledge, reputations, information markets,
W.A.S.T.E.: Aptos, CA | black markets, collapse of governments.
Higher Power: 27756839 | PGP Public Key: by arrangement.



Manifest kryptoanarchie

Modernim svétem prochazi prizrak, prizrak krypto-anarchie.

VypocCetni technika stoji na bodu na zlomu, kdy bude schopna poskytnout
jednotlivcim i celym skupinam moznost komunikovat navzajem v naprosté
anonymité.

Budeme vyménovat zpravy, uzavirat obchody a vyjednavat smlouvy
elektronicky, aniZ bychom védéli, pravé jméno, nebo pravni status druhé
strany. Operace napric¢ sitémi budou nevystopovatelné prostrednictvim
Sifrovanych aplikaci, které implementuji kryptografické protokoly s témeér
dokonalymi pojistkami proti prolomeni.Povést bude mit zasadni vyznam. V
obchodnim styku bude hrat mnohem dilezitéjs$i roli, nez jakou hraji dnes
roli hodnoceni a reference. Tento vyvoj bude od zédkladu ménit povahu
vladni regulace, schopnost danit a regulovat ekonomické vztahy, schopnost
udrzet informace v tajnosti.

Technologie pro tuto revoluci - a jisté to bude revoluce spoleCenska i
ekonomicka - existuje na urovni teorie poslednich deset let. Metody jsou
zaloZeny na $ifrovani pomoci verejného klice, systémech prokazovani bez
jakékoliv dalsi informace, a rizné softwarové protokoly pro interakci,
ovérovani a potvrzovani.

Teprve v posledni dobé dosahuji poCitaCové sité a osobni pocCitace
dostateCnou rychlost, aby tyto mySlenky byly prakticky uskuteCnitelné. A
pristi desetileti prinese dal3$i pridanou rychlost, kterd umozni jejich
ekonomickou proveditelnost a v podstaté nezastavitelnost.
Vysokorychlostni sité&, ISDN, schranky odolné proti prolomeni, c¢ipové
karty, satelity, satelitni vysilaCe , osobni pocitacCe s vysokou operacni
paméti a Sifrované Cipy a ve fazi vyvoje jsou dalsi z budoucich klicovych
technologii.

Staty se samozrejmé budou snazit zpomalit nebo zastavit Sifeni této
technologie, budou zminovat obavy o narodni bezpe€nost, hrozby vyuzivani
technologii drogovymi dealery a danovymi podvodniky, a budou hrozit
obavami ze spoleCenské dezintegrace. Mnohé z téchto obav budou na misteé.
Kryptoanarchie umozni volné nakladani s narodnim tajemstvim a umozni, aby
se obchodovalo s ilegalnimi a ukradenymi materialy. Anonymni elektronicky
trh bude dokonce umoZfovat odporné trhy s vrazdami a vydiranim. ROzné
krimindlni a cizorodé Zivly budou aktivnimi uZivateli krypto-sité. To ale
§ireni kryptoanarchie nezastavi.

Stejné jako technologie tisku zménila a zmirnila silu stredovékych cechi
a struktury spoleCenské moci, tak i kryptologické metody zasadné zméni
povahu korporaci a vladnich zasahl do ekonomickych transakci. V kombinaci
s novymi informac¢nimi trhy, bude kryptoanarchie tvorit tekuty trh pro
veSkery material, ktery lze vyjadrit slovy nebo obrazy. A stejné jako
zdanlivé nevyznamny vynalez ostnhatého dratu umoznil oploceni rozlehlych
farem a zemédélskych podnikl, a tim navzdy zménil pojeti pozemku a
vlastnickych prav na zéapadé, tak i zdanlivé maly objev z tajemného
odveétvi matematiky prisSel s kleStémi, které odstrani ostnaty drat kolem
duSevniho vlastnictvi.

Povstante, nemate co ztratit, leda své ostnaté draty!



Kryptoanarchistické manifesto

Modernym svetom sa zaCala Sirit nova vlna, vlna kryptoanarchie.

Technologia dosiahne uroven, ktora dokaze zarucit' slobodu a anonymitu
uplne kazdému. Bude mozné slobodne komunikovat, obchodovat a
uzatvarat dohody bez toho, aby sme navzajom poznali svoju skutocnu
identitu. Interakcie cez pocCitacCové siete budu nevystopovatelné, cez
prestupné stanice posielajuce zaSifrované pakety a krabicCky
zabezpeCené proti manipulacii, ktoré implementuju kryptograficke
protokoly s takmer dokonalou ochranou proti odpocCuvaniu a
manipulacii.

Kryptografia nam poskytuje nevystopovatelnost, vdaka ktorej si budeme
vediet ochranit’ sukromie. NaSa elektronicka reputacia nadobudne
omnoho vacsieho vyznamu nez protekcia, povery ¢€i neobjektivne
hodnotenia z minulosti. Takyto vyvoj nedokaze zastavit Ziaden
politik, vlada ani organizacia a budu sa mu musiet prispoésobit.
Akékolvek nezmyselné regulacie a prikazy stratia zmysel, vlady
stratia schopnost' zdanovat a vstupovat do ekonomickych interakcii
tretich stran. Koncept dovery sa od zakladov zmeni.

Tato revolucna technolégia dokaze zmenit cely ekonomicky a
spoloCensky systém a na jej tvoreni sa uz pracuje desiatky rokov.
Vdaka uzasnému pokroku v rychlosti poCitacCov dokaZzeme realizovat
metody asymetrického Sifrovania, zero-knowledge ddkazov, ich
verifikadcie a mnoZzstvo protokolov na interakciu, autentikaciu a
verifikaciu na Skale omnoho vacSej, nez sa kedy podarilo na prisne
sledovanych bezpe&nostnych konferenciach. Dal3ie roky nepochybne
prinesu mnoho kluCovych technologii.

Staty budu prirodzene usilovat o spomalenie a kontrolu takychto
technolégii. Argumentmi sa stanu otéazky narodnej bezpecCnosti,
zneuzitie predajcami drog, danovych optimalizatorov a rozpad
spoloCnosti. Vacsina z tychto obav je uUplne na mieste. Kryptoanarchia
totiz nebude branit’ volnému Sireniu Statnych tajomstiev a obchodu s
ilegalnym tovarom. Anonymné pocCitaCové trhy dokonca umoZnia
vytvorenie obchodu s vrazdami a vydieranim. Mnohé zloCinecké
organizéacie a zahranicné agentury budu aktivnymi pouzivatelmi
CryptoNetu. Ale ani toto vSetko nezastavi rozSirenie kryptoanarchie.

Podobne ako prichod technoldgie tlacCe kedysi zmenil Strukturu vladnej
moci, aj kryptografia zasadne ovplyvni povahu korporacii a ucinnost’
vladnych zasahov do ekonomickych transakcii. V kombinacii s
informacnymi trhmi vznikne volny trh pre vSetko, €o je mozné vyjadrit
slovami, obrazkami alebo datami. Kedysi bola konStrukcia ostnatého
drétu zdanlivo banalnym vynalezom, vdaka ktorému bolo mozné ohradit
ranCe, farmy a navzdy ovplyvnit koncept pozemkovych a vlastnickych
prav na Zapade. Tajomné odvetvie matematiky prinasa klieSte, ktorymi
mbézZeme odstranit’ ostnaty droét, ktory chréani “duSevné vlastnictvo”.

Nemame sa coho bat, prist mdézeme len o tie ostnaté droty.
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